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                 Maximum Marks: 100

Note: 

1. The paper is divided into TWO Sections: SECTION-A and SECTION-B. 

2. There are five questions in SECTION-A.  You are required to attempt ANY THREE. 

3. All the questions of SECTION-B (Case Study) are compulsory.

SECTION-A (20 Marks each)

1.
Compare  and  contrast  two-tier, three-tier and n-tier client-server architectures. How they are technically different  and  what  advantage and  disadvantages  they offer  with  each other? 

(10+10)
2.  
Briefly   explain   why   a   computer  network needs  security  to  protect  its  key  assets?  Describe key steps  that  can  be  taken to prevent, detect and  correct  security problems due to  disruption, destruction, disaster and  unauthorised access .  



  (5+15)
3. 
What   is   the function of a  Firewall in computer security?  How  a  packet-level Firewall works to protect data address at the source and the destination in a network?
4.  
i.
How does a WPAN differ from WLAN? What are the best practices  recommendations

for  WLAN  design? 







       (10)
ii.      
What do  you  think are the appropriate use and  the  future prospects for 802.11b, 802.11g and 802.11a  Wireless- ethernet  LANs?




       (10)
5.        
Write brief note on  any four on following wired / wireless network components: 

i. Network Inter-face cards
ii. Types  of   Network  cables 
iii. Network operating systems 
iv. Network  Hubs
v. Infrared or radio frequencies  






     (4X5)
SECTION-B (40 Marks)

Case Study (compulsory)

A classic catalog company runs a small but rapidly growing catalog sales business. It  outsourced its web operations to  local  ISP for  several  years but  as  sales  over  the  Web  have  become  a  larger  portion    of   its  business, it    has    decided    to    move    its    website     on      to     its    own   internal   computer  
systems. It  has  also  decided  to undertake  a  major  upgrade  of  its  internal  networks. . The  company  has  two  buildings ,  an  office  complex  and  a  warehouse. The two story building has 60-computers. 
The  first  floor  has  40  computers, 30  of  which  are devoted  to   telephonic  sales. The  warehouse  has  15  computers in  the  shipping  department located  at  one  end  of  the  warehouse.

The  company is  about  to experiment  with  using  wireless  handheld  computers to  help sales employees more  quickly locate  and  pick products  for  customer  orders.

Based  on  traffic  projections  for  the  coming  year  the  company  plans  to  use  a  T1 peer to peer connection from  its  office  to  its  ISP. It  has  three  servers , the  main  web-server , an  E Mail  server  and  an internal  application  server for  its  various  sales  and  catalog  applications system.
6.
Case Questions:
(a) Outline  a  brief  business  continuity  plan including  a  controls  to reduce the  risks in  advance as  well as  disaster  recovery  plan. 




       (20)
(b) Outline  a  brief  security  policy and  the  controls you  would  implement to  check any unauthorised  access.  







       (20)
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